
Greenrock Wealth Management, LLC  
Business Continuity Plan/Disaster Recovery Plan 

1. FIRM OVERVIEW 
INTRODUCTION 

To meet regulatory expectations, the firm's BCP/DR must be reasonably designed to ensure that 
the firm can meet present obligations to customers in an unplanned interruption in business, such 
as in an emergency. 
 
The regulators do not intend for all business continuity plans to be the same. Given the variety 
found among investments firms as well as the diverse nature of their businesses, firms must 
design customized plans to meet operational, size and other needs. Regulatory guidance suggests 
that the plan contain:  
 

• Operational assessments 
• Provisions for rapid resumption of mission critical systems 
• Back-up arrangements for material relationships with business constituents, banks and 

appraisals of counter-party impact 
• Back-up system for recovery of data (both hard copy and electronic data) 
• Alternate means for communications for use between employees and the firm, as well as 

between customers and the firm 
• Instructions for communications with regulators and regulatory reporting requirements in 

the event of a disaster 
• Description of the alternate physical locations of employees and/or certain departments  
• Assurance for customers' prompt access to their funds and securities in the event the firm 

determines it is unable to continue its business 
• Provisions for updating the plan 
• Provisions for periodic testing of the plan 
• Notification of relevant provisions of the plan to customers of the firm 

 
Our plan will address each of the relevant elements above. 

FIRM POLICY 
Our firm’s policy is to respond to a Significant Business Disruption (SBD) by safeguarding 
employee’s lives and firm property, making financial and operational assessment, quickly 
recovering and resuming operations, protecting all of the firm’s books and records, and allowing 
our customers to transact business. In the event that we determine we are unable to continue our 
business we will assure customers prompt access to their funds.   

BUSINESS DESCRIPTION  
The following content section is used to briefly describe our business. Included in the description 
are the types of business we conduct, whether we hold customer funds or securities, information 
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about our clearing firm or custodian (if applicable), whether our customers are retail and/or 
institutional, and/or any other pertinent information. 
 
Our firm provides financial planning and investment management services to retail customers.  
We provide investment advice on approximately $17,823,458 in discretionary assets and 
$1,251,260 in non-discretionary assets. The majority client funds are held at TD Ameritrade, our 
recommended custodian.   

OFFICE LOCATIONS 
Our firm’s office locations are identified below.  
Primary Office  

2249 Wealthy St. SE, Suite 217 
East Grand Rapids, MI 49506 
Phone: (616) 608-6156  

Books and Records Location 
2249 Wealthy St. SE, Suite 217 
East Grand Rapids, MI 49506 
Phone: (616) 608-6156  

DESIGNATED SENIOR MANAGER 
The senior manager named below is designated to approve our business continuity plan, is 
responsible for conducting required annual review and has authority to execute the plan. 
Name:  Justin Hales – Chief Compliance Officer  

UPDATES TO THE PLAN 
The firm will update this plan as necessary based on material changes to its operations, general 
business, organizational structure or location. Among the types of changes that will be 
considered to be material are: 

• Change of/addition to approved custodian 
• Reorganization or addition/termination of responsible principals named in this document 
• System enhancements, such as new network server, new back-up or retention software 
• Any other change that would interfere with the orderly execution of this plan 

TESTING THE PLAN 
To best ensure that the plan is adequate to provide means for rapid recovery of its essential 
systems, the firm will conduct periodic testing that may include: 

• Audit of the back-up data 
• Survey of responsible principals, including a duties assessment 
• Survey of personnel to determine their knowledge of key components of the plan 
• Planned disruption in any critical systems, such as the primary/secondary server or the 

central phone system. A record of the test results shall be retained among the firm's 
central files and documents. The periodic testing shall occur at least annually. 
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2. ASSESSMENT OF RISKS 
The following sections of the BCP/DR will first address the vital personnel that are needed for 
successful implementation of the plan and then the firm's critical systems, areas of importance to 
the ongoing operation of the firm. Each section will address a specific type of risk, and will 
provide information and instructions to managers charged with responsibility for those areas. 

KEY FIRM PERSONNEL  
In the event of an unplanned interruption in our business, it will first be important for us to 
identify integral personnel that are needed for successful implementation of the plan and how to 
contact them. Access to this information at the time of an emergency will facilitate the 
resumption of the firm's operations. 
The Team Leaders identified in the table below are responsible for implementing the plan in 
their respective area(s) in the event of an emergency or other interruption in our business. 
Several means of communicating with the individual(s) listed below are provided. Questions 
regarding this information may be directed to the Chief Compliance Officer. 
 

Name Home Phone Mobile Phone E-mail 
Justin Hales n/a 616-889-0079 Justin@greenrockwealth.com 
    

 
RISK ASSESSMENT OF CRITICAL OPERATION  

In order for the firm to resume its operations following an unplanned interruption, it must have 
an understanding of its mission critical systems and its critical business constituents. The firm 
must be prepared to implement steps to restore relationships, systems and contacts accordingly. 
The following subsections contain pertinent information regarding the firm's mission critical 
systems and business constituents. 
 

Critical Systems  
Critical systems are those that are necessary to maintain the operation of the business. Depending 
upon the firm's business or the nature of the transactions processed, this may consist of anything 
related to order taking, entry, execution, comparison, allocation and settlement. Since a disaster 
might affect access customer accounts, associated persons (including employees, principals, and 
even clerical or ministerial staff) must be fully aware of how the plan will be maintained. This 
would include the systems for: 

• Order taking, order entry 
• Execution, comparison, allocation 
• Clearance and settlement of securities transactions 
• Maintenance of customer accounts, access to customer accounts 
• Delivery of funds and securities 

The firm has identified a back-up system and/or point of contact to participate in its resumption 
and has been in contact with the parties responsible for back-up to confirm their readiness. 
Periodically, a senior manager of the firm will re-verify the accuracy and completeness of this 
data. If necessary, an amended plan shall be made available to responsible parties. 
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Service: Client Communications  
Purpose: Maintaining communication with all clients 
Responsible Employee: Justin Hales 
Phone:  (616) 608-6156 
Email:   Justin@greenrockwealth.com 
Backup Plan: In the event that the phone and voice mail system is out for more than 24 hours, 

clients will be emailed with information on how to contact the firm. If the email 
system is out for more than 48 hours, then all clients will be contacted via 
telephone with information regarding how to contact the firm. Additionally, the 
firm’s website will be updated to inform clients of the situation and how to 
contact the firm.  

Service: Order taking/entry; Execution; Delivery of Funds/Securities 
Purpose: Make investments in clients’ accounts after approval from the client. 
Responsible Employee: Justin Hales 
Phone:  (616) 608-6156 
Email:   Justin@greenrockwealth.com 
Backup Plan: If the firm is unable to make trades, clients will be contacted and given 

instructions on how to their custodian in the event that they would like to make 
the trades themselves. Additionally, the custodian’s contact information will also 
be posted on the firm’s website. 

Service: Telephone messages 
Purpose: Voice mail messages are left on an external voice mail system maintained by the 

phone company. 
Responsible Employee: Justin Hales 
Phone:  (616) 608-6156 
Email:   Justin @greenrockwealth.com 
Backup Plan:  In the event that the phone system is down, clients will be contacted via use of 

employee’s cell phone. In the event that the system is anticipated to be down for 
more than one week, then a message about how to contact the firm will be 
posted on the firm’s web page. 

 
 

Assisting Groups  
Assisting groups are those business that deliver critical services to the firm. Assisting groups typically 
include clearing firms, custodians, other entities such as institutions, investment advisers or broker-
dealers who perform significant functions or roles in transacting business or carrying accounts.  
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A representative of the firm has contacted critical counter-parties to determine how business might be 
carried out in the event of an emergency or other interruption. In particular, the firm has ascertained 
means through which it can continue to place and clear transactions in the event customary systems are 
disabled. 

A brief description of the contingency plan for our critical counter-parties is captured in the table below. 
In the event of an emergency or other business interruption, the Team Leader responsible for contacting 
vendors and critical service providers (as identified in the Team Leaders table above) will use the 
information listed below to make contact with counter-parties. 

Service:   Custodian 
Vendor:  TD Ameritrade 
Contact:  Independence Team 
Phone:  800-400-6288, Client line (800) 431-3500 
Email:     

Service:  401(k) Custodian  
Vendor:  John Hancock Retirement Plan Services  
Contact:  John Hancock 
Phone:  1-800-395-1113 
Email:    My401K@jhancock.com 

Service:   
Vendor:    
Contact:  
Phone:   
Email:     

Service:   
Vendor:    
Contact:  
Phone:   
Email:     
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Vendors  
Vendors are businesses the support the firm’s operations.  These may include vendor that 
provide critical services to the firm, such as software suppliers, network administrators, 
accountants, or law firms. 
When applicable or required, the firm has established terms through which to provide back-up to 
the services offered by other business constituents. Where relevant, the alternative suppliers are 
also disclosed in the table below. 
Service:  Compliance Consulting 
Vendor:  Integrity Compliance Consulting, Inc.  
Contact:  David R. Millar 
Phone:  616-855-5560 
Email:   dmillar@integrity2c.com  

Service:   Email hosting & archiving, social media archiving 
Vendor:  Erado 
Contact:   
Phone:  866-673-7236 
Email:   customersupport@erado.com 

Service:  Phone & email service 
Vendor:  Microsoft 
Contact:   
Phone:  1-800-865-9408 
Email:  

Service:   
Vendor:   
Contact:  
Phone:   
Email:  

BACKUP  

DATA BACKUP AND RETENTION  
The firm maintains its primary copy of books and records at our primary place of business on 
electronic media and stores back-ups to those records in an off-site location. 



Business Continuity Plan Page 7 December 2015 

If our primary site is inoperable, we will continue operations from our back-up site or an 
alternate location. For the loss of electronic records, we will either physically recover the storage 
media or electronically recover data from our back-up site, or, if our primary site is inoperable, 
continue operations from our back-up site or an alternate location. 
Record Kept:   Digital compliance files   
Storage Device: PC   
Backup Device:  OneDrive – cloud service   
Frequency of Backup: Continual   
Backup Device:     
Frequency of Backup:   
Storage Location:     
Notes:   

NETWORK SECURITY 
Security of the firm's network can be best achieved through well-thought out systems of 
protection. Although complex procedures may be required in certain instances, often simpler 
processes are easier to understand, implement and enforce. In determining its own procedures for 
the security of its network, the firm will consider: 

• Firewalls, including centrally deployed rules and external resources 
• Centrally managed anti-virus software 
• Centrally managed protocol for user ID and Password updates according to scheduled 

time frames 
• Proactive scanning and network monitoring for suspicious behavior, new hosts, out of 

date systems 
A principal of the firm will implement one or more of the best practices noted above in an 
ongoing effort to maintain the security of its network. 
To achieve a higher degree of safety in regard to its network security, a principal of the firm will 
enforce basic guidelines for approved system users including: 

• Passwords remain in effect for no longer than 180 days 
• Passwords may not be obvious (no spouse's, child's or pet's name) 
• Passwords must contain symbols and/or numbers 

The principal responsible for implementation and oversight of these guidelines is Justin Hales. 

SUCCESSION OF KEY PERSONNEL 

An unplanned absence of a key person, for reasons of a major disaster or otherwise, could result 
in interruptions in the firm's business. For this reason, the firm has taken steps to plan for such 
absences, including the identification of key individuals/roles, and an outline for succession in 
the event of their unplanned absence. 
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The table below records lines of succession for key personnel. 

Key Person:    Justin Hales 
Job Function:   Owner/Chief Compliance Officer 
Successor:   Kevin Gort 
Notes:  

Our firm has "key man" life insurance policies that will provide compensation to the firm in the 
event of the loss of certain personnel. 
No 
Our firm has other "succession plans" or a "buddy system" in the event a key person is no longer 
with the firm. 
No 
The following succession plan(s) is(are) in place in the event a key person is no longer with the 
firm: 
N/A 

FIRM FINANCIAL AND CREDIT RISK  

Essential to our ability to manage risk is an understanding of where we face financial risk, 
including our ability to fund our operations and maintain adequate financing and sufficient 
capital.  Additionally, we must manage our credit risk. Credit risk might be experienced in the 
event of an emergency due to the erosion of investments or capital resulting from the lack of 
liquidity in the broader market. Financial and credit risk may hinder the ability of our counter-
parties to fulfill their obligations. 

COMMUNICATIONS WITH REGULATORS  

Our firm recognizes the importance of notifying regulators in a timely manner in the event of an 
interruption in the firm's business operations. 
In the event of a business disruption, the firm will use the most efficient means of 
communication then available to communicate with relevant regulatory bodies. This might 
include any of the following means: phone, email, fax, U.S. mail, overnight mail services or 
personal contact. We will also check with the SEC, FINRA, and other regulators to determine 
which means of filing are still available to us, and use the means closest in speed and form 
(written or oral) to our previous filing method. In the event that we cannot contact our regulators, 
we will continue to file required reports using the communication means available to us. 
Contact Information for Regulators 
Regulator Name:  Michigan Department of Licensing and Regulatory Affairs 
   Corporations, Securities & Commercial Licensing 
   Securities Division 
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Address:   2501 Woodlake Circle, Okemos, MI 48864 
Mailing Address: P.O. Box 3018, Lansing, MI 48909 
Overnight Address: 525 W. Allegan St., Lansing, MI 48913 
Phone:   517-241-9267 
Alt. Phone:  
Fax:    517-241-9267 
Email:     
Notes:  

3. CONTINGENCY PLANS 

Matters of general importance, including emergency contacts, communications, instructions for 
action during natural disasters and other types of emergencies are covered in the following 
sections of our plan. 

INTRODUCTION 

Emergency preparedness is the discipline which ensures an individual's or organization's 
readiness to respond to an emergency in a coordinated, timely and effective manner.  We may 
not have time to react when a disaster or emergency strikes. Therefore, it is imperative that we 
prepare in advance for a sudden emergency. 
Each firm must develop a disaster recovery and business continuity plan to meet its 
responsibilities to clients, business associates and all those who may be affected by a disruption 
in the firm's business. 
The firm's primary objective when responding to a significant business disruption (SBD) is to 
safeguard critical firm property, making a financial and operational assessment, quickly 
recovering and resuming operations as can be reasonably expected based on the circumstances, 
protecting the firm's most critical books and records, and allowing customers to continue to 
transact business. 
Interruptions in business many take many forms including natural disasters, utilities disruptions 
and human-related events. Some interruptions may be localized and of short duration, whereas 
others may be life-changing events. The following is a list of significant disruptions that may 
affect the firm's business and its personnel. 
Natural Disasters come in many forms including tornados, snow, fires and floods. 
Vulnerability to certain natural disasters may increase with a particular geographic location; 
however, it is important to remember that everyone is "always" vulnerable to some form of 
natural disaster, irrespective of location. 

• Utilities emergencies may include electrical, natural gas, water and communications. 
Vulnerability to certain utilities emergencies may depend on: the type of building, the type of 
city/state infrastructure and the service providers that the firm's business depends on. However, it 
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is important to remember that everyone is "always" vulnerable to some form of utilities 
emergency irrespective of location. 

• Human action/inaction can result in many types of disasters. The most common types of 
human caused disasters include transportation, strikes, terror, human error and chemicals. 
Just like all disasters, vulnerability to certain human action/inaction may depend on: the 
type of building, the type of city/state infrastructure, the service providers that the firm's 
business depends on, the industry, and employee demographics. However, it is important 
to remember that everyone is "always" vulnerable to some form of human caused 
disaster. 

• Significant business disruptions may vary in scope, affecting the firm, the building 
housing the firm, the district where the firm is located, the city where the firm is located, 
or the whole region. Within each of these areas, the severity of the disruption may also 
vary from minimal to severe. 

TYPE OF DISRUPTION  

When we encounter the following various disruptions we will respond in the following manner:  
Disruption:  Natural Disaster Tornado, winter storm, blizzard causing electrical or telephone 

outage for brief (one day or less) periods of time. 
Response:  The firm will be relocated to the home of Justin Hales.   
Contact:  Justin Hales 
Contact #:  (616) 608-6156 
Recover Time: Typically less than one day 
Notes:  

Disruption:  Natural Disaster: Fire and Flood losing access to the firm’s building a longer 
period of time, could lose the entire building 

Response:  The firm will be relocated to the home of Justin Hales.   
Contact:  Justin Hales 
Contact #:  (616) 608-6156 
Recover Time: One Week 
Notes:  In the event the entire office is lost, a new computer and the necessary software 

would be purchased. The firm could be up and running again in an alternate 
location in one week or less. 

Disruption:  Death or disability of one of the owners 
Response:   
Contact:   
Contact #:  
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Contact:   
Contact #:  
Recover Time:  
Notes:  

METHODS OF COMMUNICATIONS EMPLOYEE TO EMPLOYEE  

The Team Leader, Justin Hales, shall call the following employees in the event of a significant 
business disruption.   

Name Home Phone Mobile Phone E-mail 
Justin Hales   616-889-0079 Justin@greenrockwealth.com 
Kevin Gort  616-402-9222 kevin@greenrockwealth.com 
 

METHODS OF COMMUNICATIONS WITH CUSTOMERS  

The firm now communicates with its customers using the telephone, email, our website, fax, U.S. 
mail, and in person visits at our firm or at the other's location. 
In the event of a significant business interruption, the firm will assess which means of 
communication are still available, and use the means closest in speed and form (written or oral) 
to the means that were used in the past to communicate with the other party. For example, if the 
firm communicated with a party by email but the Internet is unavailable, we will call them on the 
telephone or send a fax where a record is needed. 

CUSTOMER ACCESS TO FUNDS  

Customer funds or securities are maintained at clearing firm(s), qualified financial institutions 
such as mutual fund or insurance product sponsors, or other custodian(s) named in the table 
below. 
In the event of a significant business interruption and if telephone service is available, 
appropriately qualified associated persons will take customer orders or instructions and contact 
the clearing firm on the customer's behalf when able. Customers are also informed by disclosure 
of the means through which they may directly access their funds at the custodian.  
This information will provide immediate relief to customers in situations where a significant 
business disruption is so severe that it prevents the firm from timely resumption or continuation 
in business. 
If internet access is available, the firm will post on its website that customers may access their 
funds and securities. 
www.greenrockwealth.com 
 
 

http://www.greenrockwealth.com/
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Clearing Firm(s)/Custodian(s): 
Name:   TD Ameritrade  
Address:  5010 Waterridge Vista Drive, San Diego, CA 92121-5775 
Phone #:  800-400-6288 (Advisor Line) 
Alt. Phone #:  800-431-3500 (Client Line) 
Email:   Independence@tdameritrade.com  
Contact:  
Notes:  

4. BCP DISCLOSURE STATEMENT 
The firm gives customers a written BCP disclosure statement at account opening.  It also 
displays the disclosure statement on its website. A new disclosure will be provided in the event 
the plan is updated due to a material change to our operations, structure, business or location. 
The firm also posts the disclosure statement on its website and mails it to customers upon 
request. A copy of the disclosure statement is maintained with the business continuity plan. The 
disclosure statement addresses how the firm would react to events of varying scope by providing 
specific scenarios of varying severity, if the firm plans to continue in business during each 
scenario and if so, the anticipated recovery time and general information on the firm's response. 
The disclosure statement also summarizes the operating areas covered in the business continuity 
plan, the firm's plans for business operation recovery and the existence of back-up facilities and 
arrangements. 
The disclosure statement identifies alternative telephone number(s), website information, and 
clearing firm information including services the clearing firm may provide to customers in the 
event of a significant business disruption. 

5. SENIOR MANAGER APPROVAL OF THE BUSINESS CONTINUITY PLAN 
 
By signing below, a senior manager and registered principal of the firm hereby approves the 
plan and acknowledges he or she shall be responsible for conducting the required annual 
review. 
 

Signature: ________ ______________________________________  
 
Print Name and Title: ____Justin Hales, Chief Compliance Officer_  
 
Date of Approval: _____7/11/2019  
 
 
 
 


